I. INTRODUCTION
Cloud computing [1] is a set of resources and services offered through the Internet. It has been a hot topic in IT industry. Cloud computing simply means Internet computing, generally speaking, the internet can be seen as a collection of clouds. Resources of Cloud Computing are accessible for consumers as public utility services, such as processing power, storage, software, network bandwidth and so on. Cloud storage is one of the most commonly used applications, which is built on the cloud computing environment. It is a new business solution for remote backup outsourcing, as it offers an abstraction of infinite storage space for clients to host data backups in a pay-as-you-go manner [2] .
As a new storage service, cloud storage has the characters of low cost, high performance and scalability, which provide a new management model of mass data storage. With cloud storage technology, individuals and enterprises could store their data remotely to third party cloud storage providers rather than maintaining local Manuscript received March 8, 2015 ; revised Sptember 23, 2015 . ,
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computers on their own, which significantly reduces their financial overhead of data management. Most of the data will be stored in a network computing system on top of the cloud, and the same cloud system may exist in different types of customers, enterprises, individuals. While the benefits of using a public cloud infrastructure are clear, it introduces significant security and privacy risks. Moreover, in cloud storage, the Cloud Service Provider (CSP) cannot be unconditional trusted, which is always a potential threat to data security. In order to avoid this threat, access control is a commonly used approach. [3] For sensitive data stored in cloud, Access control is an effective approach to provide the confidence and the privacy protection. Access control is the process of mediating every request to resources and data maintained by a system and determining whether the access request should be granted or denied [4] . The access control of cloud storage permits authorized users access resources and refuse unauthorized users to access resources on cloud. It can be realized by two means [5] , access control model and ciphertext access mechanism. In an access control model, several roles are created according specific access policies. The access control of cloud storage is realized by checking the role of every consumer who wants to access the cloud data. While in ciphertext access mechanism, data should be encrypted by the data owners before stored in cloud, thus the access control can be provided by the key management. Only users with the appropriate keys are allowed to access corresponding data. The former method provides simple access control for non-sensitive data. For sensitive user data, ciphertext access control method provides better and more effective privacy protection for users.
Access control of cloud storage usually adopts cryptography techniques such as symmetric encryption and public key encryption instead of the legal protection offered by contracts when enforcing access control.
The existing traditional access control schemes are generally implemented by flexible and powerful data server systems, such as Access Control List (ACL) based access control, Role-based Access Control (RBAC) [6] , Flexible Authorization Framework (FAF) [7] and so on. In ACL based access control, every data object provides a corresponding authorized users list. The implement of this method is easy, but it is not practical for lack of extensibility. In RBAC [6] , authorizations are associated with roles, and users are made members of appropriate roles thereby acquiring the roles' permissions. This idea has been around since the advent of multi-user computing. FAF [7] can be used to specify different access control policies that can all coexist in the same system and be enforced by the same security server. However, owing to the specificity of cloud computing environment, these access control schemes are only suitable for traditional file storage systems but not applicable for access control of cloud storage. This paper is structured as follows: Firstly, we introduce the current research of data access control and review some existing typical schemes in Section II. Then we give some related definitions and interpret some concepts in Section III. Next, we present the implementation of CP-ABE based data access control mechanism in Section IV. Finally, we list some unresolved problems and future work about data access control for cloud storage in Section V.
FIBE [8] scheme was first proposed by Sahai and Waters proposed in 2005, it is a predecessor of ABE. FIBE can be used for an application that we call "attribute-based encryption". With this scheme, data is encrypted by data owners and identity can be used to realize the access control of data. Later in 2006, Goyal et al. introduced the concept of KP-ABE in [9] . They develop a new cryptosystem for fine-grained sharing of encrypted data with KP-ABE. In the cryptosystem, ciphertexts are labeled with sets of attributes and private keys are associated with access structures that control which ciphertexts a user is able to decrypt. In order to better adapt to applications of access control, Bethencourt et al. proposed CP-ABE scheme in [10] in 2007. In this scheme, ciphertexts are associated with sets of attributes, whereas user secret keys are associated with policies, this setting has a number of natural applications. Another possibility is to have the reverse situation: user keys are associated with sets of attributes, whereas ciphertexts are associated with policies. Only when associated attributes satisfy corresponding access control policy, user can decrypt ciphertexts. By using the techniques, encrypted data can be kept confidential even if the storage server is untrusted; moreover, the methods are secure against collusion attacks. Hereafter, series of ABE based improved access control schemes such as [11] - [14] have been proposed.
As the extension and development of IBE and ABE, a public key encryption scheme called Predicate Encryption (PE) [15] , [16] was proposed to provide new method for fine-grained access control. In a predicate encryption scheme, secret keys correspond to predicates and ciphertexts are associated with attributes; the secret key SK f corresponding to a predicate f can be used to decrypt a ciphertext associated with attribute I if and only if f(I) =1. PE can be seen as a special implement of CP-ABE.
Furthermore, there are also other researches for data access control. Hierarchical encryption [17] technology was also developed as an alternate approach of access control. A representative hierarchical encryption scheme was proposed in [18] in 2007 by Jajodia et al. In this scheme, two layers of encryption are imposed on data: the inner layer is imposed by the owner for providing initial protection; the outer layer is imposed by the server to reflect policy modifications. The combination of the two layers provides an efficient and robust access control solution. However, there is a fatal defects that its large computing cost caused by the re-encryption [19] . In 2010, Yingjie Xiao et al. proposed a novel access control scheme which is implemented based on a Hierarchical and Hybrid Elliptic Curve Cryptography (HHECC) to fulfill the efficiency and security requirements in cloud [20] . The scheme is achieved by a one-way hash function on the level key, merged by the hybrid feature which denotes the combination of one-way hash, Advanced of identity-based signatures and an email-address based Public-Key Infrastructure (PKI) was developed by Adi Shamir in 1984 [21] , which allowed users to verify digital signatures using only public information such as the user's identifier. Under Shamir's scheme, a trusted third party would deliver the private key to the user after verification of the user's identity, with verification essentially the same as that required for issuing a certificate in a typical PKI.
As time goes on, some improvement schemes of IBE such as [22] - [24] has been proposed. However, defects of IBE have been exposed at the same time. On one hand, for a decryption system, the computing overhead is too large to support. On the other hand, IBE cannot protect system from collision attack initiated by multiple users.
In 2005, Amit Sahai and Brent Waters proposed Fuzzy Identity-Based Encryption (FIBE) [8] built upon several ideas from Identity-Based Encryption (IBE). A Fuzzy IBE scheme can be applied to enable encryption using biometric inputs as identities; the error-tolerance property of a Fuzzy IBE scheme is precisely what allows for the use of biometric identities, which inherently will have some noise each time they are sampled. FIBE achieves error tolerance making it suitable for use with biometric identities. Additionally, FIBE can be used for a type of application of the term "attribute-based encryption". Hereafter, Goyal, Amit Sahai and Brent Waters improved the prototype of ABE and proposed the concept of policy tree [9] , which is similar to the tree in data structure and is used to describe the decryption process. In later researches, policy tree has been also mentioned. One can specify a tree access structure where the interior nodes consist of AND and OR gates and the leaves consist of different parties. Any set of parties that satisfy the tree can reconstruct the secret.
In an ABE system [9] , a user's keys and ciphertexts are labeled with sets of descriptive attributes and a particular key can decrypt a particular ciphertext only if there is a match between the attributes of the ciphertext and the user's key. The cryptosystem of Sahai and Waters allowed for decryption when at least k attributes overlapped between a ciphertext and a private key. While this primitive was shown to be useful for error-tolerant encryption with biometrics, the lack of expressibility seems to limit its applicability to larger systems.
III. PRELIMINARY
In this part, we list some preliminary about access control schemes in detail mainly from four parts. Related definitions introduce some necessary definitions about the current ABE-based access control schemes. The second part provides some fundamentals about the problem of access control for cloud storage. And then, the third part mainly proposes one access control model for cloud storage based on ABE. Finally, we present the fundamental structure of access control based on ABE algorithm -access tree, and provide its operational principle. Access structures are used in the study of security system where multiple parties need to work together to obtain a resource. Groups of parties that are granted access are called qualified. In set theoretic terms they are referred to as qualified sets. In turn, the set of all such qualified sets is called the access structure of the system. Less formally it is a description of who needs to cooperate with whom in order to access the resource. In its original use in cryptography, the resource was a secret shared among the participants. Only subgroups of participants contained in the access structure are able to join their shares to re-compute the secret. More generally, the resource can also be a task that a group of people can complete together, such as creating a digital signature, or decrypting an encrypted message. 
A. Related Definitions

B. The Access Control for Cloud Storage
Cloud storage is a model of data storage where the digital data is stored in logical pools, the physical storage spans across multiple servers (and often locations), and the physical environment is typically owned and managed by a hosting company. These cloud storage providers are responsible for keeping the data available and accessible, and the physical environment protected and running. People and organizations buy or lease storage capacity from the providers to store end user, organization, or application data.
The cloud storage makes data safety by dividing data into small pieces and save them to different places. It's an important method to promote the efficiency and effectiveness of the access control scheme. [3] In this field, Attribute-Based Encryption (ABE) is a commonly used encryption algorithm.
Cloud storage can be divided into three modes [26] : public cloud storage, private cloud storage, and hybrid cloud storage. Public cloud storage can provide each client with services of data isolation, access and security. Private cloud storage can fully satisfy clients' two concerning points: security and performance. In other respects, although private cloud storage has the same characteristic as the public one, its extensibility is not as well as the public one, and it costs slightly higher than the public one. Usually, hybrid cloud storage is dominated by traditional storage system or private cloud storage, public cloud storage is working as a supplement. The overall performance of ideal hybrid cloud storage must be equalized. For users, accessing to the data of private and public cloud storage should be transparent besides of a little network delay. Users having the hybrid could storage environment, can manage the internal and external resources.
Whatever cloud storage mode is adopted, security is the significant issue. The technology of access control is mainly aimed to ensure reasonable access of shared resources. It is based on identity authentication, and control access to specific resources by special authorization policy. Thus, invasion of unauthorized users or damage caused by illegal operation of authorized users can be prevented, and the resources in cloud storage can be controlled and Legitimate accessed.
C. Access Control Model
A basic access control model consists of the following three parts [27] : subject, object and action. Subject is the entity that has a number of action permissions over object. In cloud storage, a subject can be a user, a user group, an organization, a role, a process, a service and so on. Object is the entity as receptor of action and is need for protection. In cloud storage, the typical object can be data, document, services and other resources. There is no absolute boundary between subject and object. Action is the operation that a subject acts on an object, such as reading, writing, execution and so on. As shown in Fig. 1 , the access control model based on ABE can be described as follows. In this model, OAR represents the original access request, AAR presents the attributes access request, AA is the attribute authority, ACPM is the access control policy management, and PD presents access control policy judgment. The work process is roughly as follows:
Action accepts the OAR, according to the OAR, AAR is generated by AA. Then AAR is sent to PD, with the access policy from ACPM, PD judges whether the AAR is matchable to the access control policy, the judgment is responded to Action. Finally, according to the judgment, corresponding action is executed.
D. Access Tree
In the access tree construction, ciphertexts are labeled with a set of descriptive attributes. Private keys are described by a tree access structure, in which each interior node of the tree is a threshold gate and the leaf nodes are associated with attributes.
Let T be a tree representing an access structure. Each leaf node of the tree is associated with an attribute. Each non-leaf node of the tree represents a threshold gate, described by its children and a threshold value.
If num(x) is the number of children of a node x, and k(x) is its threshold value, then 0 < k(x)  num(x). When k(x) = 1, the threshold gate is an OR gate and when k(x) = num(x), it is an AND gate. Each leaf node x of the tree presents a participant part(x), it is described by an attribute and a threshold value k(x) = 1. The parent node of a node x is denoted by parent(x). The access tree orders child nodes of each node by 1 to num. The function att(x) is defined only if x is a leaf node and denotes the attribute associated with the leaf node x in the tree. The access tree T also defines an ordering between the children of every node, that is, the children of a node are numbered from 1 to num. The function index(x) returns such a number associated with the node x, where the index values are uniquely assigned to nodes in the access structure for a given key in an arbitrary manner.
[28] A user will be able to decrypt a ciphertext with a given key if and only if there is an assignment of attributes from the ciphertexts to nodes of the tree such that the tree is satisfied. For example, the access structure that decided by Fig. 2 is 1 {{P , P , P },{P , P , P },{P , P , P , P }} . Only users who satisfy the structure can access corresponding data. 
A. ABE-Based Access Control Schemes
A data owner encrypts data, sends ciphertext to the service providers for storage, and distributes the corresponding key to authorized users. The constructed system allows a new type of encrypted access control where user's private keys are specified by a set of attributes and a party encrypting data can specify a policy over these attributes specifying which users are able to decrypt. In addition, the system allows policies to be expressed as any monotonic tree access structure and is resistant to collusion attacks in which an attacker might obtain multiple private keys.
ABE is a "one to many" encryption scheme, ciphertexts needn't encrypt only for certain specified user, so it is more applicable for cloud storage to realize data sharing and access control. A basic ABE scheme consists of four fundamental algorithms: Setup, KeyGen, Encrypt, and Decrypt. Before the algorithms are executed, the system generates G 1 and G 2 , which are two cyclic groups of some large prime order q. G 1 and G 2 satisfy bilinear: [29] and Ciphertext-Policy ABE (CP-ABE) [14] . In KP-ABE, as is shown in Fig. 3 . [30] , attributes are used to annotate the ciphertexts and formulas over these attributes are ascribed to users' secret keys. Different from basic ABE, KP-ABE adopts tree structure u-KP A to describe access policy, u A is the set of leaf nodes. Only when a user's attributes set satisfy u-KP A , the user can decrypt the ciphertext and access corresponding data. As shown is Fig. 4. [30] , CP-ABE is a complementary in that attributes are used to describe the users' credentials and the formulas over theses credentials are attached to the ciphertext by the encrypting party. The ciphertext adopts tree structure C-CP A to describe access policy, with which the data sender can decide the access policy. In CP-ABE, a user's key is related to his attributes set u A , only users whose Table I presents the comparison of basic ABE, KP-ABE and CP-ABE, from which we can conclude that CP-ABE is more suitable for the implementation of access control. We can conclude that CP-ABE is more suitable for access control.
B. The Future Improvement
Even though the current existing schemes could satisfy the requirements of data access control for cloud storage, there are still problems to solve in the future.  The computing consumption of encryption and decryption is large, which makes the existing schemes inapplicable for cloud environment. So the efficiency of this system is significant. To further improve the encryption scheme of access control is an effective method.  For the privacy and security of data as well as the requirements of data owners, the revocation of authorized user is a question. So the efficient attributes revocation of ABE based data access scheme for cloud storage requires further study.  In practical applications, cloud is accessed by users of various authorities, and the authorities are authorized by different authorized parties. The scheme in [31] adopts hierarchical tree structure to describe the hierarchical structure among attributes. However, the scheme didn't solve the hierarchical relationship among authorities. So the study of Hierarchical ABE (HABE) is necessary.
V. CONCLUSIONS
The current research of data sharing and access control is mainly focus on methods of public key encryption. As more sensitive data is shared and stored by third-party sites on the Internet, there will be a need to encrypt data stored at these sites. In which cloud storage is a typical application. With the development of cloud storage, data access control for cloud storage is significantly important.
The main goal of this paper is to study the current researches of data access control for cloud storage comprehensively. Firstly, we introduce the main representative existing schemes of data access control. We list some typical schemes as well as the realization principle of these schemes. From this part, we can draw a conclusion that the research on data access control has been going for years, and has achieved a lot of effective solutions. Secondly, we give some related concepts and their detailed description. Finally, we present a typical implement mechanism of CP-ABE based data access control. This scheme realizes the access control of encrypted data where user's private keys are specified by a set of attributes and a party encrypting data can specify a policy over these attributes specifying which users are able to decrypt. Due to the unsolved problems, further improvement of the proposed schemes is still urgent needed in future work.
